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Article Info ABSTRACT 


Security in wireless sensor network (WSN) is an important approach in the 
present context as data breaching is becoming more. The data to be routed 
from source to destination needs more security as WSN has no specific 
security approach by default. This paper proposes trust based security in 
WSN using approach. The secure line is drawn from head node to its cluster 
end point called as angle to provide the security to the nodes which are 
transferring the data to the head node. Secure line becomes the trust worth 
Keywords: line where mobile agent migrates to all the corresponding nodes which are 
along or near to the secure lines, collects the data and encrypt them. Finally, 
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Angle ; the data is sent to sink node from head node using a secure path. The agent 
D ecryption paradigm is responsible for creating the angle from head node to cluster 
Encryption boundary. Multiple angles can be created if numbers of nodes are more and 
Mobile agent deployed at different locations. The result shows that the security provided is 
Routing much better to combat the intruder involvement to breach data along with 
Security better network lifetime and minimum delay than compare to conventional 
Wireless sensor network techniques. 
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1. INTRODUCTION 

Wireless sensor network (WSN) are inexpensive, low-power (battery-operated), versatile, compact, 
and can connect over short distances. Depending on user needs, WSN nodes can be manually or arbitrarily 
distributed. WSNs have provided new perspectives for applications including monitoring, tracking, and 
surveillance. WSNs have garnered a lot of attention recently as a result of substantial developments in 
wireless and mobile communication technology as well as the wide development of possible 
applications [1], [2]. WSNs are nonetheless dynamically created from a number of power-constrained sensor 
nodes and a management node with long-lasting power. WSNs are self-organized, autonomous systems made 
up of back-end data centres, management nodes, and common sensors. First, the management nodes, which 
are intermediary collecting nodes, receive real-time sensor data from a specified pervasive environment from 
the common sensors [3]. The sensor information from the administrator nodes will then be sent to the back- 
end data-centre for additional processing and analysis. Certainly, wireless transmission mechanisms are used 
for all node-to-node interactions. Node deployment, energy usage while sacrificing accuracy, information 
report, node/link heterogeneity, fault tolerance, security, scalable, associated devices, connections, 
availability, aggregation of data, quality of service (QoS), and dynamic changes are among the significant 
design concerns in WSN [4]. When designing the WSN systems, the three main constraints taken into 
account are power usage, bandwidth, and storage capacity [5]. The sensors are typically installed in 
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unsupervised locations where it is hard to replenish or change the battery [6]. The transmission expense is 
highest in WSN [7] when compared to the procedures for sensing and computing. In general, privacy 
protection and node authentication are indeed the two main security concerns that sensor nodes would be 
most concerned about [8]. By achieving data confidentiality through security measures, privacy enables 
secure network connections among sensor nodes and the management station. Additionally, a well-designed 
authentication method can guarantee that no authorised node may engage unlawfully and obtain sensitive 
data from WSNs. As a consequence, various different strategies to protect communications in WSNs have 
been put forth. 

WSN routing is difficult due to the decreased bandwidth and battery-powered operation of the 
nodes. Ad hoc network routing techniques turned proven to be ineffective for sensor networks [9]. This is a 
result of the many ways that ad hoc and sensor networks have varied routing needs. In contrast to ad-hoc 
networks, communications in sensor networks, for example, is from several sources to a single sink. For 
WSN, several authors have developed routing algorithms, although they are only effective for specific 
scenarios. The node's data might be sent by a single path or several pathways [6]-[10]. When compared to 
single path routing, multipath routing uses less energy. In general the angle in degrees can be calculated 
using the formula: 


cosA = (bb +s5*5 — ax*a)/2bs 


Where b is len(AS), a is len(S-BS), S is len(A-BS) and Aiscos~*(S) measured in degrees. Node, 
intermediate node and base station will form a triangle at the node A. Multi-hop routing raises a number of 
security and privacy challenges. Some of these problems, including as spying, sinkholes, Sybil manipulation, 
clones, wormholes, and spoofing, undermine the availability and reliability of the system [11]. 

Many security mechanisms have been put out for WSNs; nevertheless, due to sensor resource 
limitations, a few of these security mechanisms are not suitable for WSNs. As a result, such acceptance in 
WSNs is unfeasible. This is due to the design among most WSNs being unstable. Certain WSNs, in contrast 
to other networks, have mobile nodes which sometimes alter the topology of the network systems. As a 
result, such mobile networks cannot employ the current protocol created for static nodes. Additionally, the 
WSNs transport a lot of data, which raises the load just on WSN's wireless communications 
network [12], [13]. The majority of WSN routing protocols and security options are not appropriate for 
WSNs. This is because WSNs' resource limitations are to blame. The kind of security measures that may be 
used for WSNs are greatly influenced by these limitations [14], [15]. 

Agents are intelligent programmers located inside an environment that detect the surroundings and 
react on it to accomplish the objectives [10], [16]. They are a type of computer program that can complete a 
specified task in an independent manner. The agents carry out the following tasks: i) removing redundant 
information among nearby sensors by data fusion at the operational level; ii) removing redundant information 
between many sensors by application context-aware processing data at the node; and iii) lowering 
communication cost by convolving information at the cumulative task level. The components of mobile agent 
platforms include agents, an agent server, an interpretation, and transport protocols. Acquiring mobile agents 
and transmitting them for action by a local interpreter is the responsibility of an agent server. Agents can 
indeed be programmed in the languages Java, Tcl, Perl, and XML. Using an agent interpreter relies on the 
kind of agent language/script being utilised. The essential services are provided by an agent platform: 
generation of mobile and static agents, transit for mobile agents, security, communication messages, and 
persistence. Aglets, Grasshopper, Concordia, Voyager, and Odyssey are a few of the agent systems that use 
Java. Stationary and mobile agents are the two categories into which agents fall. Mobile agents are employed 
to collect information from various nodes and aggregate it, whereas static agents are employed to determine 
the path here between nodes. 

The proposed work uses secure line to accept the updated data from the sensor nodes and the secure 
line is generated in the form of angle created from the head node (HN). The angle is created which covers 
most of the nodes in its line and more than one angle can be created in the given cluster. The cluster with HN 
is created and angle is drawn from the HN. The data generated from the nodes are sent to HN using secure 
line. On the secure line a mobile agent has been injected from the HN which passes through the secure line 
and gets the updated data from the nodes which are near to the secure line. Finally, the agent will submit all 
the received data to HN and later HN will send the data to sink node (SN). The proposed work improves the 
residual energy, provides security, reduces the overall delay and importantly improves the network lifetime 
of the sensor network. The rest of the paper has been organized as follow; section 2 depicts the literature 
review, section 3 provides the details of the proposed work along with its working and algorithms, section 4 
describes the results of the proposed work and finally section 5 gives the conclusion of the paper. 
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2. LITERATURE REVIEW 

Maheswari and Karthika [17] mentioned that, due to use of WSN in several sectors; it has become a 
popular study topic. Security, network longevity, and energy dissipation minimization are thought of as the 
three main QoS considerations in the design of WSN. Although clustering is a widely used energy-efficient 
strategy, it produces a hot spot problem. In order to meet QoS requirements like energy, longevity, and 
security, this study presents a unique safe unequal clustering method with intrusion detection approach. The 
provisional cluster heads are first chosen by the proposed method utilizing three input factors, including 
residual energy, distance to base station (BS), and distance to neighbours, using an adaptive neural fuzzy 
based clustering approach. The deer hunting optimization (DHO) method is used to pick the best CHs after 
the TCHs contend for the concluding CHs. The DHO based clustering algorithm uses remaining energy, 
distances to BS, node degree, node centralization, and connection quality to construct a fitness value. The 
cluster maintenance phase is used for load balancing to increase the effectiveness of the recommended 
method. Lastly, a powerful intrusion detection system employing a deep belief network is implemented on 
the CHs to recognize the existence of offenders in the network in order to accomplish security in cluster 
based WSN. To guarantee the suggested method's exceptional effectiveness in terms of energy conservation, 
network longevity, PDR, average latency, and intrusion detection rates, a comprehensive set of experiments 
was carried out. 

Wang et al. [18] pointed out that intruders might employ the technique of hop-by-hop retracing in 
contexts where sensor networks are utilized to track hazardous objects or priceless resources to identify the 
secured objects. The phantom routing with locational angle (PRLA) is a novel source-protected technique in 
WSN that is proposed in this work. In PRLA, inclination angles are added and utilised to guide paths, 
preventing the selection of pathways that are damaging to the originating location's privacy. According to 
simulation findings, PRLA extends the protection duration by approximately to 50% with only slightly 
increasing energy overhead when contrasted to the phantom single-path routing protocol suggested in the 
H?+h? -h2 


research. The inclination angle can be calculated using the formula, a; = arccos Saas 
*H*nj 
1 


where qj is the 


inclination angle. 

R. et al. [19] suggested that the type of route that is built is crucial to the routing path. The 
effectiveness of transmission of data would be extremely high if the pathway between the sensor node and 
BS can be built in a straight line or very nearly in a straight line. By measuring the angle among the present 
node, the likely next node, and the BS using the cosine of that angle, the nodes that appear to be in a straight 
line may be located. The largest cosine angle will create a route that is almost straight whether this angle is 
the greatest amongst possibilities for the likely next node. Depending on this angle measuring method, which 
is created statically over a specific time period, the latest work creates the forwarding table. These RT 
elements will be used to statically create the route. The information would eventually use this route to 
transport the information towards BS. In the simulation, two alternative RT search criteria are contrasted. 
Insertion in the RT is employed in the first strategy. In contrast, the second technique determines the greatest 
angular entrance and uses it as the subsequent forwarding node. In the route creation process, which is static 
when looking at the work that is now being done? The simulation result is contrasted with the usual next 
node selection, which chooses the first entry in the forwarding table when building a route. 

Mohapatra et al. [20] described that regardless of the fact that localization methods for wireless 
sensor networks have been researched for many years, there is still disagreement on the possibility of WSN 
positioning techniques which are straightforward, accurate, decentralised, and energy-efficient. Localization 
is not a major issue for static WSNs since once node placements are established, they are not expected to 
change. Mobile sensors, on the other hand, frequently need to estimate their position, which requires time, 
energy, and other resources that the sensing application needs. 

Gupta et al. [21] mentioned that geographical routings are becoming more and more popular due to 
their scalability and capacity for local decision-making. Most frequently, greedy approaches are used in 
geographical routing protocols, which have the void node problem (VNP). An energy-efficient angular three- 
dimensional routing protocol (EA3DR) for wireless sensor networks is presented in this study. By taking into 
account leftover energy, the following hop is chosen from a certain conical angle (3D angle) towards the 
destination node. The choice of conical angle is influenced by network density. The conical angle can be 
adjusted in EA3DR in order to recover from VNP. If the packet becomes caught in the concave vacuum, it 
recovers by going back and chooses a different, more acceptable path. The suggested technique ensured 
packet receipt while using up a lot of leftover energy and cutting down on traffic congestion. 

Zhang et al. [22] proposed robust based ant colony optimization for data transmission in WSN. The 
construction of energy-efficient route architecture for WSNs depends heavily on secure data transfer. Much 
emphasis has been made to the data transmission path's security. While ignoring the effects of malicious 
nodes, the majority of researchers simply pay attention to the security between data and route. In this study, 
before building the data transmission line, we first use the Bayesian voting method to identify the faulty 
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nodes and delete them from the network. In order to extend the lifespan of the network, the authors suggest a 
new robust optimization based on ant colony optimization (ROACO) based robust optimization for choosing 
the path for transmitting data, in which the likelihood formula for choosing the node path takes into account a 
wide range of factors, including connection security, inconsistent data, node paths, and the remaining energy 
of the nodes. The suggested approach increases the percentage of the network's effective paths, decreases 
node load, and extends the lifespan of the network. Many researchers have worked on routing in WSN or 
optimization in WSN but very little work has been carried out on link security in WSN especially on secure 
clustering approach. 


3. PROPOSED WORK 

This section describes the system environment, working principle of the proposed work. The sensor 
network consists of sensor nodes, HN and sink nodes. The sensor network is divided into number of clusters 
and cluster consists of HN and remaining nodes are acting as common node. Based on the density of the 
nodes, the cluster formation is carried out i.e., cluster is created in such a manner where maximum nodes are 
being covered. The HN selection is done based on the criteria of maximum node coverage, sufficient residual 
energy and near to SN. In the conventional cluster based information gathering techniques gets data from the 
nodes either in time driven or event driven manner and each should has to use its residual energy to send the 
sensed data to HN or SN using direct path or multipath technique. In general, the cluster head (CH) selection 
is done based on the equation proposed for low energy adaptive clustering hierarchy (LEACH) type of 
networks which is as shown below. T(n) is the threshold value, P is the desired percentage of CH’s, r is the 
current round and G is the nodes which are not acted as CH’s. Our propose work is more advanced than the 
existing (1) for the selection of CH. 


—- ifneG 
T(n) = 1-P(rmod5) (1) 
0 otherwise 


There are possibilities that the data breach may occur when the data is transmitted from sensor node to 
HN/SN. The data security is a major concern as the data may be confidential for particular application and 
needs security. The proposed work uses trust aware secure angle based data security. The system environment is 
as shown in Figure 1. Considering the maximum coverage of nodes in the cluster and secure angle has been 
drawn from the HN. The angle starts from the HN and ends at the cluster boundary end. Once the angle has 
been created, the mobile agent (MA) will be passed through the secured line to collect the data from the nodes 
which are near to the secure line (20 mts range). Agent collects the data encrypt it and migrate to next node and 
does the same. Finally, the data will be decrypted at the HN and decrypted data is sent to SN. 


SN: Sink Node 
HN: Head Node 


Sain Nodes 


Figure 1. System environment 


Multiple angles are created to cover all the nodes in the cluster network. In the HN database the 
angle information is stored and informed among all the nodes in the cluster. The data gathering process is 
carried out in time division multiple access (TDMA) manner or event driven manner. In TDMA based 
approach, once the time stamp expires, the HN injects the MA which travels in on the secure line and collects 
the data from the nodes which are near to the secure line and encrypts the received data using the Advanced 
encryption standard (AES) security approach. The MA works autonomously, acts upon the environment; goal 
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oriented and completes the assigned task within the stipulated time with better security than the conventional 
approaches. The working scenario of the proposed work is as shown in the Figure 2. 

WSN has gotten faster because to the increasing demand for actual facts. To get around their 
limitations, WSNs frequently use a multi-hop transmission scheme. Attacks on the source information and 
nodes' ids while hopping are the main issue with multi-hop transmissions. When a source node transmits 
information to a destination via numerous intermediary nodes in a resource-constrained WSN, there exists a 
risk of intrusion, identification tracking by an adversary, information extracting, and information tampering 
by the intermediary nodes. In (2) shows the secure line creation in the form of angle using tangent equation 
[23]. Start and end positions are required to draw the secure line from one point to another. The majority of 
the time, WSNs operates in hostile settings and is vulnerable to side channel assaults like differential 
calculation. The attacker in such attacks keeps an eye on the system, performs the same action again, and 
carefully checks the amount of power used on a cycle-by-cycle manner. 


Ø = tan — 1((y2 — y1)/(x2 — x1)) (2) 


Where (x1, y1) is secure line’s initial position and (x2, y2) is secure line’s final position. 


I: Agent 
SN: Sink Node 
HN: Head Node 


Sensor Nodes 


Figure 2. Working scenario 


Consider about a packet as being ‘n’ bits long. The total energy used to transfer data between a 
transmitter and receiver is ‘n’ bits over a given distance, which is given in (3) as: 


ETot =N E radio +n* E sensing tnx E others (3) 


Angle constructor agent (ACA): 

The head manager agent (HMA) created the mobile agent known as ACA. The angle is mostly 
constructed via ACA based on node density. When using a time-driven HN, draw the prefixed angle 
(selection of angle is done based on the number of nodes coverage). HMA creates the angle in the desired 
direction whenever HN gets the interest or when the time stamp expires. Once the angle has been built, HMA 
informs HBB with angle information. Once the angle is built, ACA's efforts are done, and it will perish. The 
construction of the angle ensures that the initial node discovers its subsequent node, which is situated at or 
near the specified angle. Same process continues with the next nodes until the boundary of cluster reaches. In 
(2) has been used for the creation of angle geographically updated on to the SN database. 


Algorithm 
Abbreviations: TDMA: Time Division Multiple Access, HN: Head Node, ACA: Angle Constructor Agent, 
MA: Mobile Agent, AES: Advanced Encryption System, SN: Sink Node. 
a) Angle based secure data transmission 
(1). START 
(2). TDMA Expired? 
If yes, all nodes should sense the environment and go next 
Else 
Wait until it expires. Repeat 2. 
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(3). The HN Creates secure line called as angle from HN to sensing boundary. The ACA Helps in creating 
angle. 
(4) If angle is created then 
HN calls MA for data collection securely using AES. 
Else 
HN Waits until angle is created using ACA. 
(5) MA submits the secured data to HN and dies. 
(6) If HN received all the data from multiple MA’s then 
Consolidated secured data sent to SN with link security. 
Else 
HN has to wait until all data to be received. 
(7) All the secured data decrypted at the SN. 
(8) END 


4. RESULTS AND DISCUSSION 

The outcomes of the proposed trust-aware angle-based secure routing strategy in WSN is shown in 
this section. We used the agent paradigm on the sensor network to create secure lines using angles. The 
difficulty of gathering and safeguarding the data transmission from the sensor node to the HN and from the 
HN to the SN determines whether the suggested technique will be successful. How does the sensor network 
technique compare to conventional secure-leach (sleach) and LEACH is the fundamental query. This can be 
because security measures in WSN are rather ineffective and require more attention to provide effective 
secure WSN for all applications. The efficiency of the suggested work in comparison to other traditional 
approaches is depicted in the following graphs. 

Three parameters which include average energy usage, packet delivery ratio, and computation 
analysis have been used to illustrate the performance of the proposed work. Among the implications made for 
this study are the following: 

— Since the entire sensor nodes are fixed, there doesn't appear to be any movement in the networks. 
— There would be power loss in the network since the power would be low in the sensor network. 
— Each node has the same computing power. 

— Strong nodes would help the handshaking mechanism. 

— Ifthe node is breached in some way, the hacker must have access to the data on the node. 

Average energy is the whole amount of energy used for transmission, receptions, sensing, 
aggregation, encryption, decryption, and angle generation is referred to as energy consumption. To deliver 
the detected data to HN and HN to SN, the suggested makes use of the multipath routing approach. When 
there is a transmission between a node and an HN, less energy is also needed for angle generation, agent 
movement, and encryption. In general, the suggested method uses less energy than the other two typical 
techniques, LEACH [24] and SLEACH [25]. Because data transmission needs more energy and there isn't a 
sufficient secure routing management mechanism, there is higher energy consumption. The curve of energy 
usage is depicted in Figure 3. Average energy calculation presents in (4): 


Eavg = Esensing t Etrasreception + Eangle creation + Ecrptography (4) 


PDR is the packet delivery ratio, expressed as a percentage of the total number of packets sent, is the 
ratio between the total number of packets sent and the total quantity of packets delivered. The calculation 
formula for calculating it is given in (5): 


PDR = (No. ofpacketsreceived / No. ofpacketssent) * 100 (5) 


As contrasted to the SLEACH and LEACH protocols, the PDR of the suggested work is superior. 
As the number of nodes rises, the PDR ratio climbs as well. The PDR is superior for the suggested task and 
performs worse by the traditional SPIN procedure with the inclusion of the two key generation proposal. 
Figure 4 provides a description of the PDR. 

Computation analysis is the total time needed for the sender to sense the data, send the sensed data 
to HN, then transfer the data from HN to SN through encrypted connections while taking key generation, 
encryption, and decryption into consideration is used to compute computation analysis. The time overall 
consumption in the suggested work is extremely less than comparison to both the traditional protocols, 
according to the computation analysis, which is computed based on the timing factor in milliseconds. This is 


Bulletin of Electr Eng & Inf, Vol. 13, No. 1, February 2024: 529-537 


Bulletin of Electr Eng & Inf ISSN:2302-9285 Oo 535 


owing to the two-tier proposal. SLEACH and the suggested work need much less computing time than the 
LEACH technique. The calculation time fluctuates as the number of nodes changes; however, the suggested 
approach has a much bigger difference when compared to both protocols. Analyses of computations have 
been presented in Figure 5. 
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Figure 5. Computation analysis 
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5. CONCLUSION 

Multiple researches has been carried-out to provide the end to end link security to the data being 
transferred from source node to head node and head node to sink node. The complexity was high and 
approaches were not effective. The proposed work i.e., trust aware angle based secure routing approach for 
WSN uses secure angle to bring the data from source node to head node using mobile agent paradigm. The 
proposed approach provides link security, decreases node energy usage, minimizes the overall delay and also 
provides very good throughput than compare to conventional methods like LEACH and SLEACH. Results 
shows that proposed work holds good in all applications whether it may be in static application or multimedia 
application. In our case we have done simulation considering static application. 
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